Best Bits IGF2013

Day 1: Break out Group (Last session)

Cybersecurity and Human Rights

1) Is this way of framing the issue i.e. Cybersecurity and human rights, an oxymoron? 

UK discourse is that cyber security trumps human rights

2) Shift the frame to human security following Swedish model of human security a good practice i.e. within debates about what is it we are trying to secure? Key term is protection…. Not just about infrastructure OR Content but narrative should be privacy and due process 

BUT real issue is about governments honouring their human rights obligations

VERY different understanding of cybersecurity e.g. policies, and search for balance between security/safety and human rights, which are already recognized so should be compliant to human rights … Sub-state concerns e.g. child protection, cyber-bullying also about security? 

In wider HR discourse is a much bigger sense of security e.g. food security, inclusive notions of security. 

Consider theme of proportionality and before this 
3) Need to be aware of and then decide what we are talking about; of data, of the infrastructure, of content SO need to keep these distinctions

Keep track and respond to different narratives from governments within above distinctions so develop an alternative lexicon

Establish a doctrine around state-based cyberconflict e.g. rules of engagement

Longstanding debate about trade-off between human rights and protection measures; so not a question of surrendering privacy so more how to communicate the issues… 
Need to preferably develop more precise understanding between cybersecurity at the inter-governmental level as competing narratives of security in general and cybersecurity in particular within a human rights framework because this framework already exists and needs to be reaffirmed e.g. trade off between right to FoE and security are subject to only reasonable limitations… e.g.  how to measure and assess the legitimacy of interventions on cybersecurity issues needs to rest on Human Rights standards… 
But if not all human rights are absolute, actually most are relative e.g. can interfere in privacy under certain circumstances so issue is about isolating what the threat actually is. BUT in case of ‘terrorism’ the call for human rights is a blanket one…

 So strategy needs to be what is the civil society agenda for online security could be if 1) we were in the room and 2) start developing specific narratives and foci for different situations and so develop a positive security agenda. To do so need to be 3) precise, or aware of the code in use and this entails doing some work on deconstructing this security agenda first otherwise intervening based on limited awareness and underscoring that HR framework already recognizes the need to consider security within human rights. 
In short, need to start developing and with that knowledge sharing within civil society a contoured and informed response that is a proactive substantive agenda in these security conversations at inter-govn level  
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