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1. Background

Recalling the last two Ministerial Meetings in Nairobi, Kenya 201land\Baku, Azerbaijan
2012, as a Pre-IGF Meetings, it is recognized that all stakeholders have a similar vision in
which Internet plays a very significant role in promoting humanswell*being, economic and
social development. We, moreover, consider the urgency to develop a safe and secure
global cyberspace. In this regards, at the 8" Internet Goverhante Forum (IGF) meeting 2013
in Bali, the Government of Indonesia proposes [Glebal Multi-Stakeholder Collaboration
to Achieve Safe, Peace and Harmony in Cyberspace toward Social Economic
Development” as the theme for HLLM in the Pre-IGF 2013.

We are fully aware that nowadays all, Internet communities have a common perception and
concern in building safe, peace and™“harmony in cyberspace toward social economic
development. We require an in, depth discussion of those perception and concern by
involving internet stakeholders™to initiate a global action. It would be cumbersome and
practically futile for each “individual stakeholder to face these challenges individually.
Therefore, we altogether need to act and to establish common values to build a safe, peace
and harmony in_cyberspace based on cyber ethics principles toward social economic

developmentthat can be adopted at the national, regional and international level.

It is recogmnized that the internet has given effects far beyond its functional uses and initial
purposes. Internet becomes more embedded in human life among social members. These
effects pose increasingly significant ethical challenges and create social implication and
consequences. The difficulties to determine borders and jurisdiction of state in cyberspace
shall not undermine the fact that each country has its respective interest that should be
taken into consideration by other countries. The ceaseless attempts made by countries in
international fora to establish common or global platforms reflect the necessity to harmonize

national laws. Therefore, we must be able to anticipate and address these challenges
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complementary to the implementation of laws and regulations that needs multi dimensional

approach through collaboration among multi-stakeholders.

Affirming as a multi-stakeholders forum, represented by governments, private sectors,
academia, and civil society, IGF has a significant role in building information society and
developing a safe cyberspace. IGF as part of one global community has responsibilities to
foster sustainability, robustness, stability and development of the Internet based on universal

values and mutual cooperation.

Considering the multidimensional approach in governing cyberspace, it is the right mement
for us to put on the table the urgency for cyber ethics discussions. These, cyber ethics
become a guidance to foster harmonization of information society that“eontributes to the
sustainability, stability and robustness of the cyberspace.

Therefore, Indonesia proposes that we, as one global community, need to develop a more
concrete global cyber ethics principles based on jmutwal “respect of interests. These
principles will become a common reference for all stakeholders to build safe, peace and
harmonious society in cyberspace toward economic prosperity. Strong commitment from all

stakeholders to declare cyber ethics would enhance’our, efforts to pursue this goal.

Based on the above and various other pertinent considerations, it is relevant and important
for us to discuss in this forum thestheme, of “GLOBAL MULTI-STAKEHOLDER CYBER
ETHICS PRINCIPLES TO ACHIEVE SAFE, PEACE AND HARMONY IN CYBERSPACE
TOWARD SOCIAL ECONOMIE, DEVELOPMENT” to have a common understanding on the
urgency of establishing geyber_ethics principles. At the end of these discussions, it is
proposed that this movement® can be realized in some sort of declaration called “BALI
DECLARATION OF GYBER ETHICS PRINCIPLES”.

2. Seope

The segpe of the HLLM is to discuss and develop Bali Declaration of Cyber Ethics Principles
as guidance for multi-stakeholders that could be implemented in their policies and
governances without impairing, contradicting, restricting or derogating from any relevant
international or regional consensus and national interest. These principles are built and
referred to universal values such as freedom, equality, solidarity, tolerance, and shared
responsibility, as common reference to pursue safe, peace and harmony in cyberspace

toward economic prosperity.
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3. Objectives
The objectives of this meeting are to:

a. Formulate the BALI DECLARATION OF CYBER ETHICS PRINCIPLES that could
be implemented by people around the world within all cultures and religions, not as
a replacement for their beliefs, but as an acceptance of global ethics in cyberspace.

b. Declare the BALI DECLARATION OF CYBER ETHICS PRINCIPLES to achieve
safe, peace, and harmony in cyberspace toward economic prosperity.

In carrying out these objectives, the HLLM may analyze other aspeets, related to the
objectives such as frameworks that support an optimal Internet development'and to provide
a safe, peace and harmony in cyberspace.

4. Leaders

Chairman . Minister of ‘Communication andgInformation Technology, Republic of
Indonesia (Mr. Tifatul Sembiring).

Co-Chairmain-1 : Director General for ICT«Application, Ministry of Communication and
Information Technology, Republic of Indonesia (Mr. Ashwin Sasongko)

Co-Chairmain-2 : United Nations UndersSeeretary-General Department of Economic and
Social Affairs (Mri\WUWU=Hongbo).

If needed, after the declaration, subsequent management appointments will be made by the
HLLM.

5. Participants

Thedelegates /may come from government agencies, academia, private sectors and civil

society. Experts from relevant international organizations will also be invited to the meeting.

6. Deliverables

This meeting will deliver a document called BALI DECLARATION OF CYBER ETHICS
PRINCIPLES.
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7. Approval of deliverables

The Meeting will follow a consensual process.

8. Meeting Agenda

Time Agenda

MC introduce Co-Chairs
* Opening by Minister of MCIT
* Remarks by ITU

* Remarks by ICANN

9.30-12.30
* Theme Presentation
+ Co-Chair 1 invite Panelists to comment on the presentation
* Co-Chair 2 Open floor for diseussion
+ Summary and Closing by Co-Chalrs
9. Venue

Bali Nusa Dua Convention Center =Bali, Republic of Indonesia.

9. Distribution of documentation

The documents will be communicated via email and posted on the IGF website as well as

delivered to IGF2013 participants.

10. Collaboration

Collabgration is essential to bring about more effective liaison among countries and other
parties. The meeting will encourage participation in its activities by government agencies,
academia, private sectors and civil society involved in this meeting. As stated before,

participation is open to all interested parties.

4|Page



